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Traffic Light Protocol

TLP:RED Do not share with anyone else.

TLP:AMBER Limited disclosure. Share within your organisation and its clients on a need-to-know basis. 
AMBER+STRICT means your organisation only.

TLP:GREEN Community-wide. Share with peers and partner organisations, but not on public channels.

TLP:CLEAR No restrictions. Share freely.
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Stay at home

We tried to stop 
COVID-19 from 
spreading too fast.

Log system

EduCSC started using 
Humio as our main 
log platform.

Tiger King

People were 
obsessed with TV 
shows about tigers.

Sour doughs

People had weird 
cooking hobbies to 
stay sane.
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Humio becomes 
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”A year is a long time”



Where were we in 2025?



Developer team in 2025

S
e
p

t
e
m
b
e

r 

Adhirath

Didrik (20 %)Øivind (20 %)
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Suricata (50 kp/s)
IDS data and alerts

CertStream (3 kp/s)
Live issuance log

DNS sinkhole
Sinkholed query logs

Shadowserver
Daily reports

Nessus
Weekly reports

Falcon LogScale
(formerly Humio)

Storage
Search

Dashboards
Alerting

Architecture in 2025

Collection/ 
enrichment

Vector, Cronjob,
Argo Workflow

TLP:GREEN
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Collectors (distributed)

NetFlow / IPFIX (120kp/s)
Flow export from routers

flowcap
Receive flows

Architecture in 2025

rwflowpack
Pack, compress

Central store

SiLK
rwflowappend

SiLK CLI
rwfilter, rwstats

Analyst
SSH access

TLP:GREEN
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What did we do?
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1

Build a team

2

Understand 
needs and 

plan solution

3

Run, test, and 
integrate



Where are we today?



Current developer team
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Adhirath

Didrik (20 %)Øivind (20 %)

Tobias

Emil Oda

Robert Andreas
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Suricata (50 kp/s)
IDS data and alerts

CertStream (3 kp/s)
Live issuance log

DNS sinkhole
Sinkholed query logs

Shadowserver
Daily reports

Nessus
Weekly reports

Collection/ 
enrichment

Vector, Cronjob

Current architecture

Kafka
Buffer

Flink
Alerting

ClickHouse
Storage

Grafana
Search & 

dashboards

TLP:GREEN
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Current architecture TLP:GREEN

Akvorado

NetFlow / IPFIX (120kp/s)
Flow export from routers

Akvorado 
inlet

Receive flows

Kafka
Inlet writes, outlet reads

ClickHouse
Storage

Grafana
Dashboards

Akvorado outlet
Decode and enrich 

flows

BMP / BGP  ·  AS metadata

SNMP  ·  Interface metadata
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Reflections



Choosing technologies

● Proprietary vs. open-source?

Is the business model viable?

● All-in-one vs. standalone?

Do we prefer deeper lock-in or extra maintenance?

● Cloud-based vs. self-hosted?

What level of certainty do we need?
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Future opportunities

● Targeted data retention (aggregation + TTL)
● Universal data format

● Apache Iceberg, Delta Lake

● Multi-source stream analysis
● AI/ML-based stream analysis

● Flink ML, MLFlow

● Improved alert management
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Tobias Rødahl Thingnes – tobias.thingnes@sikt.no


