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Scaling SSH access in EuroHPC by
leveraging federated identity

Scale secure SSH access to resources by leveraging federated identity and SSH
certificates in the EuroHPC Federation Platform
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The EuroHPC Federation Platform (EFP)

"A one-stop-shop for accessing and utilizing EuroHPC systems and services"

A platform and federation framework which provides a streamlined, single point of onboarding and via
which user can access all systems and services available to them in the EuroHPC ecosystem.

Direct access | Interactive interfaces | Programmatic APIs | Unified software stack
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EFP Main Features

Federated identity and Single-
Sign-On (SSO)

Users utilize the same login and
identity (e.g. granted via their home
institution or national identity provider)
to authenticate to all services and
systems. Process for onboarding
Industry.

Resource allocation,
management and monitoring
across systems

Users can view and manage their
allocations and project members
across all systems using a single
interface.
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Interactive web-based usage

with e.g., remote desktop, command
line, Al training monitoring and Jupiter
notebooks. Ability to launch batch jobs
and browse files on the
supercomputers.

P ™

Federated software catalogue

providing a pre-installed pseudo-
uniform software stack on all systems.
Advanced discoverability features for
available software.

Advanced workflows and data
transfer

Workflow execution and data transfers
across systems, along with smart
scheduling capabilities and high-level
graphical interfaces for creating and
managing workflows.

Direct access utilizing SSH
certificates

Short lived certificates which are
obtained via a login flow with Multi-
Factor Authentication (MFA) for
increased security.
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The key components of the EFP AAI

1. EFP Federation Infrastructure Proxy (FIP)
* Based on GEANT eduTEAMSs, the EFP FIP connects
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The key components of the EFP AAI

1.

2.

3.

EFP Federation Infrastructure Proxy (FIP)

Based on GEANT eduTEAMs, the EFP FIP connects

every EFP service

MyAccessID
Provides the EFP FIP with end user identities

SSH Certificate Authority (CA)

Generates short-lived certificates for accessing
EuroHPC Hosting Entities’” systems
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The key components of the EFP AAI

1. EFP Federation Infrastructure Proxy (FIP)
* Based on GEANT eduTEAMSs, the EFP FIP connects

every EFP service (i ) Access|D
EFP Platform
2. MyAccessl D ||||||||||||||||| — ‘ — ‘ e
 Provides the EFP FIP with end user identities o — ‘ e P ‘—
3. SSH Certificate Authority (CA) m— l
 Generates short-lived certificates for accessing — Discovery R T T
EuroHPC Hosting Entities’ systems > '
Commercial Sector _ @ Access| 5 :

4. Hosting Entities” AAI
 Not part of the EFP AAl but optionally Hosting
Entities can also connect their own identity
providers and clients to MyAccessID
 This can add value in certain circumstances for
Hosting Entities
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SSH Certificate Authority

* Using their MyAccessID account, the SSH CA
enables users to access Hosting Entity’s systems

* The process is secure and simple for end users
and Hosting Entities

* Users are only offered certificates for resources
that they are entitled to access

v @ EuroHPC SSH CA X =+

<

C  (® https://sshca.my-eurohpc.eu

Login to European Federation Platform

ssh -1 ~/.ssh/id_$CA -p $PORT $HOST token $TOKEN

> ~/.ssh/id_$RESOURCE-cert.pub (X)



SSH Certificate Authority

Using their MyAccessID account, the SSH CA
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SSH Certificate Authority

Using their MyAccessID account, the SSH CA
enables users to access Hosting Entity’s systems

The process is secure and simple for end users
and Hosting Entities

Users are only offered certificates for resources
that they are entitled to access

Certificates are
* provided to authorised users
* scoped to each hosting entity

v @ EuroHPC SSH CA X =+
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SSH Certificate Authority

Using their MyAccessID account, the SSH CA
enables users to access Hosting Entity’s systems

The process is secure and simple for end users

and Hosting Entities

Users are only offered certificates for resources

that they are entitled to access

Certificates are

provided to authorised users

* scoped to each hosting entity

limited to a lifetime of one hour

v @ EuroHPC SSH CA X =+

<

C  (® https://sshca.my-eurohpc.eu

Login to European Federation Platform

ssh -1 ~/.ssh/id_$CA -p $PORT $HOST token $TOKEN

> ~/.ssh/id_$RESOURCE-cert.pub (X)



SSH Certificate Authority

* Using their MyAccessID account, the SSH CA
enables users to access Hosting Entity’s systems

* The process is secure and simple for end users

and Hosting Entities

* Users are only offered certificates for resources

that they are entitled to access

 Certificates are

provided to authorised users

scoped to each hosting entity

limited to a lifetime of one hour

and only issued after an MFA challenge

EurcHPC SSH CA

x  +

C  (® https://sshca.my-eurohpc.eu

Login to European Federation Platform

ssh -1 ~/.ssh/id_$CA -p $PORT $HOST token $TOKEN

> ~/.ssh/id_$RESOURCE-cert.pub (X)



SSH Certificate Authority

Using their MyAccessID account, the SSH CA
enables users to access Hosting Entity’s systems

The process is secure and simple for end users
and Hosting Entities

Users are only offered certificates for resources
that they are entitled to access

Certificates are

* provided to authorised users

* scoped to each hosting entity

* |imited to a lifetime of one hour

* and only issued after an MFA challenge

The SSH CA is also used by other internal EFP
components programmatically (workflows, etc)

v @ EuroHPC SSH CA X =+

& (G (O httpsy//sshca.my-eurohpc.eu

Login to European Federation Platform

ssh -i ~/.ssh/id_$CA -p $PORT $HOST token

$TO

KEN > ~/.ssh/id_$RESOURCE-cert.

A3 =g

pub (X}

Chai
Chat



So What are SSH Certificates?

And why is the DeiC’s way of issuing them different?



Not new!

- djm@cvs.openbsd.org 2010/02/26 20:29:54

[PROTOCOL PROTOCOL.agent PROTOCOL.certkeys addrmatch.c auth-options.c]
[auth-options.h auth.h authZ-pubkey.c authfd.c dns.c dns.h hostfile.c]
[hostfile.h kex.h kexdhs.c kexgexs.c key.c key.h match.h monitor.c]
[myproposal .h servconf.c servconf.h ssh-add.c ssh-agent.c ssh-dss.c]

[ ssh-keygen.1l ssh-keygen.c ssh-rsa.c ssh.1l ssh.c sshZ2.h sshconnect.c]
[sshconnect2.c sshd.8 sshd.c sshd_config.5]

Add support for certificate key types for users and hosts.

OpenSSH certificate key types are not X.509 certificates, but a much
simpler format that encodes a public key, identity information and
some validity constraints and signs i1t with a CA key. CA keys are

regular SSH keys. This certificate style avoids the attack surface
of X.509 certificates and 1s very easy to deploy.



OpenSSH certificate key types are not X.509
certificates, but a much simpler format that
encodes a public key, 1dentity information and
some validity constraints and signs 1t with a
CA key. CA keys are regular SSH keys. This
certificate style avoids the attack surface of
X.509 certificates and 1s very easy to deploy.



Not Invented Here!

o SmallStep - smallstep.com (“If you’re not using SSH certificates you’re doing
SSH wrong”)

* Jeleport - goteleport.com

e HashiCorp Vault - www.vaultproject.io



https://smallstep.com/blog/use-ssh-certificates/
http://goteleport.com
http://www.vaultproject.io

SSH Certificates 101

* A SSH certificate is a structure which contains a public key and some additional
information signed by a SSH CA encoded according to rfc4251

e 2 types - user and host
 Only 1 level - i.e. only “root” keys that signs certificates
* Additional information

* Principals - user names or host domain names

» Validity period

* (Critical options

e Extensions



SSH Certificate Authority

A SSH Certificate Authority issue certificates based on
 Knowledge of the user (principal / Key ID)
* Policy (valid from - to)

* Policy (extensions, critical options)

* The Deic SSH CA server is a go based http- and sshserver.



Why is the DeiC’s way of issuing them different?

e Using SSH to “upload” public key

(but we support other methods - e.g. the APl MyAccess uses)

® No extra code on client or server



SSH CA Server

SSH + HTTPS
— Claims from OP/IdP
Token that identifies claims alms I’ om Token that identifies ssh session
SSH public key(s) from
client
SSH Certificate
Token that identifies claims
4 o N
0 Terminal Browser

Token that identifies ssh session \




EFP SSH Certificate Authority

User browses to web SSH CA

v [ EuroHPC SSH CA X

& (O (O https://sshca.my-eurohpc.eu

Login to European Federation Platform

ssh -i ~/.ssh/id_$CA -p $PORT $HOST token $TOKEN > ~/.ssh/id_$RESOURCE-cert.pub ®

16



EFP SSH Certificate Authority

User browses to web SSH CA

v [ EuroHPC SSH CA X

< C

https:

sshca.my-eurohpc.eu

Login to European Federation Platform

ssh -i ~/.ssh/id_$CA -p $PORT $HOST token $TOKEN > ~/.ssh/id_$RESOURCE-cert.pub ®

- QD -

User authenticates against their identity provider

v 4 Login to your account X

(2 https://guestidp.acc.myaccessid.org/idp/module.php/core/loginus

Acceptable Use Policy

@ English

Log in to your account

A service has requested you to authenticate yourself. Please enter your usemame and
password in the form below.

Username

josh.howlett@geant.org

Password

Forgot your password?

AR need ssneer sonnonnmma and annmsned wsnis annnad aclhantianta srnsenalf fae Annnann Sa tha

Privacy policy

16



EFP SSH Certificate Authority

User browses to web SSH CA User authenticates against their identity provider User performs mandatory multifactor authentication

v [ EuroHPC SSH CA X

v 4 Log in to your account X T v @ Verity MFA X

& O (O htips//sshca.my-eurohpc.eu AN =

P ; ; . ) ) L, ) & () https://proxy.acc.myaccessid.org/iam/settings/mfa/verification
(-) https://guestidp.acc.myaccessid.org/idp/module.php/core/loginus G e, &4 L ol

English v

Additional verification required

The service you are trying to access requires additional
verification.

Log in to your account Authenticator app

; i A service has requested you to authenticate yourself. Please enter your usemame and
Login to European Federation Platform 1asreq Yy y y Verification Code
password in the form below.

Enter a 6-digit code from your authenticator geant_iam

: Username VARV Verify

josh.howlett@geant.org

Recovery

Password You can if you lost access to all registered

devices.

Forgot your password?

AR need ssneer sonnsmnmma and nnnmaned wsnis annnat aclhoantianta sensann

Acceptable Use Policy Privacy policy

ssh -i ~/.ssh/id_$CA -p $PORT $HOST token $TOKEN > ~/.ssh/id_$RESOURCE-cert.pub ®

16



EFP SSH Certificate Authority

User browses to web SSH CA User authenticates against their identity provider User performs mandatory multifactor authentication

v [ EuroHPC SSH CA X

v 4 Log in to your account X T v @ Verity MFA X

& O (O htips//sshca.my-eurohpc.eu AN =

P ; ; . ) ) L, ) & () https://proxy.acc.myaccessid.org/iam/settings/mfa/verification
(-) https://guestidp.acc.myaccessid.org/idp/module.php/core/loginus G e, &4 L ol

GEANT English
Additional verification required

The service you are trying to access requires additional
verification.

Log in to your account Authenticator app

; i A service has requested you to authenticate yourself. Please enter your usemame and
Login to European Federation Platform 1asreq Yy y y Verification Code
password in the form below.

Enter a 6-digit code from your authenticator geant_iam

: Username VARV Verify

josh.howlett@geant.org

Recovery

Password You can if you lost access to all registered

devices.

Forgot your password?

AR need ssneer sonnsmnmma and nnnmaned wsnis annnat aclhoantianta sensann

Acceptable Use Policy Privacy policy

ssh -i ~/.ssh/id_$CA -p $PORT $HOST token $TOKEN > ~/.ssh/id_$RESOURCE-cert.pub ®

v [ EuroHPC SSH CA X

& O (O htips//sshca.stg.my-eurohpc.eu/

Login to EFP Staging Environment

Copy a command for a resource and run it in your local terminal to
download the certificate

Deucalion
efp-login.vega.izum_si
fip-86-50-230-45 kaj.poutavm fi

Just Testing ...

(w1 T

Login.fzj.de

ssh -i ~/.ssh/id_$CA -p $PORT $HOST token $TOKEN > ~/.ssh/id_$RESOURCE-cert.pub ®

———————————————————————————————————— 16
User downloads a certificate for the resource




EFP SSH Certificate Authority

User browses to web SSH CA User authenticates against their identity provider User performs mandatory multifactor authentication

v @ Verify MFA X

v [l EuroHPC SSH CA X T - O X Log in to your account X

& O (O https://proxy.acc.myaccessid.org/iam/settings/mfa/verifica

& (O (O https://sshca.my-eurohpc.eu AN =

uestidp.acc.myaccessid.org/

rm English v

Additional verification required

The service you are trying to access requires additional
verification.

Log in to your account Authenticator app

; i A service has requested you to authenticate yourself. Please enter your usemame and
Login to European Federation Platform 1asreq Yy y y Verification Code
password in the form below.

Enter a 6-digit code from your authenticator geant_iam

: Username VARV Verify

josh.howlett@geant.org

Recovery

Password You can if you lost access to all registered

devices.

Login

Forgot your password?

Meneed ssneer sennonnmmna and nanmsancd 1snse Annnat Aslbant

Acceptable Use Policy Privacy policy

ssh -i ~/.ssh/id_$CA -p $PORT $HOST token $TOKEN > ~/.ssh/id_$RESOURCE-cert.pub C)

v . EuroHPC SSH CA X t v . EuroHPC SSH CA X T - O X

& O (O htips//sshca.stg.my-eurohpc.eu/ IMNMNYYY7 ( ti.. R A 1y v & O O ht /sshca.stg.my-eurohpc.eu/ac 2 S e=ent... R A =

Login to EFP Staging Environment

Issued Certificate

"Nonce": “SSPHONCUPiICjNkyuilmnrL+jErraS1CNroHPuNDCPs=",
"Key": "ssh-ed25519 AAAAC3NzaCllZDIINTESAAAATH1s1lhMdPRCMISbzcQuSeh/i229hbSVLGDDLQtrV8gdb™,
"Serial": 1777374121244232025,

) ) . "CertType™: 1,
Login to EFP Staging Environment "KeyId": "64a48dff-542f-4b8d-9f@e-93a5f7f96f94@acc.myaccessid.org”,
"ValidPrincipals™: [

"64a48dff-542f-4b8d-9f0e-93a5f7f96f94@acc.myaccessid.org”
1,
"2026-04-28T11:01:01",

"ValidAfter":
> "ValidBefore": "2026-04-28T12:02:01",
"CriticalOptions™: {},

Copy a command for a resource and run it in your local terminal to

"Extensions": {

download the certificate permit-sgent-forwarding": ",
"permit-port-forwarding": "",
"permit-pty": "",

Deucalion "ssh-domain-grant@core.aai.geant.org”: "[\"login.deucalion.macc.fccn.pt\"]"

}s
"Reserved": null,
"SignatureKey": “"ssh-ed25519 AAAAC3NzaCllZDIINTESAAAAIABFiBTaQFwKUZV128bgBMsBRt7RZ36yWlDjwLbRO7c0™,
"Signature": {
"Format™: "ssh-ed25519",
"Blob™: "K+TNgLFU+KX0o+56N9UHWSjKBVvKQnHE@m+4IPXRN1SM8bjzKBhjyTqpdNDOUuaTNZ1QEShkMUHp21H1QLVXWOAg==",

efp-login.vega.izum_si

fip-86-50-230-45 kaj.poutavm fi

(w1 T

Just Testing ... "Rest": null
¥
Login.fzj.de ¥
Use the following command to login to the resource:
ssh -o CertificateFile=~/.ssh/id_login.deucalion.macc.fccn.pt-cert.pub josh.howlett@login.deucalion.macc.fccn.pt
ssh -i ~/.ssh/id_$CA -p $PORT $HOST token $TOKEN > ~/.ssh/id_$RESOURCE-cert.pub C) ssh -i ~/.ssh/id_$CA -p $PORT $HOST token $TOKEN > ~/.ssh/id_$RESOURCE-cert.pub C}

.‘IilllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllIIIIIIIIIIIIIIIIIIIIIIII ‘ L
User downloads a certificate for the resource User copies the SSH command from the browser...

16



EFP SSH Certificate Authority

User browses to web SSH CA

v [ EuroHPC SSH CA

& (O (O https://sshca.my-eurohpc.eu N =

Login to European Federation Platform

User performs mandatory multifactor authentication

User authenticates against their identity provider

Log in to your account - @ Verify MFA

X

‘proxy.acc.myaccessid.org/iam/s rification?attachment=urn%3Auuid

/guestidp.acc.myaccessid.org/idp/

r:”(j English v

Additional verification required

The service you are trying to access requires additional
verification.

Log in to your account

A service has requested you to authenticate yourself. Please enter your usemame and
password in the form below.

Authenticator app

Verification Code

Enter a 6-digit code from your authenticator geant_iam

ssh -i ~/.ssh/id_$CA -p $PORT $HOST token $TOKEN > ~/.ssh/id_$RESOURCE-cert.pub C)

: Username NI Verify

josh.howlett@geant.org

Recovery

Password You can if you lost access to all registered

devices.

ssssssssssssssssnss

Login

Forgot your password?

#

Acceptable Use Policy Privacy policy

v [ EuroHPC SSH CA X

& O O htt 'sshca.stg.my-eurohpc.eu

Login to EFP Staging Environment

X - O X

v [ EuroHPC SSH CA

& (O (O httpsy//sshca.stg.my-eurohpc.eu/: te Y. &isco ent... R A 17 I=

Login to EFP Staging Environment

Issued Certificate

"Nonce": “SSPHONCUPiICjNkyuilmnrL+jErraS1CNroHPuNDCPs=",
"Key": "ssh-ed25519 AAAAC3NzaCllZDIINTESAAAATH1s1lhMdPRCMISbzcQuSeh/i229hbSVLGDDLQtrV8gdb™,
"Serial": 1777374121244232025,
"CertType™: 1,
"KeyId": "64a48dff-542f-4b8d-9f0e-93a5f7f96f94@acc.myaccessid.org",
"ValidPrincipals™: [
"64a48dff-542f-4b8d-9f0e-93a5f7f96f94@acc.myaccessid.org”

1,
"2026-04-28T11:01:01",

Copy a command for a resource and run it in your local terminal to
download the certificate

Deucalion
efp-login.vega.izum_si
fip-86-50-230-45 kaj.poutavm fi

Just Testing ...

(w1 T

Login.fzj.de

ssh -i ~/.ssh/id_$CA -p $PORT $HOST token $TOKEN > ~/.ssh/id_$RESOURCE-cert.pub C)

l‘IilllllllllllllllllllllllllllllllllllllllllIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIllllllllllllillllllllul
User downloads a certificate for the resource

"ValidAfter":
> "ValidBefore": "2026-04-28T712:02:01",
"CriticalOptions™: {},
"Extensions": {
"permit-agent-forwarding": "",
"permit-port-forwarding": "",
"permit-pty": "",
"ssh-domain-grant@core.aai.geant.org":

[\"login.deucalion.macc.fccn.pt\"]"
}s
"Reserved": null,
"SignatureKey": “"ssh-ed25519 AAAAC3NzaCllZDIINTESAAAAIABFiBTaQFwKUZV128bgBMsBRt7RZ36yWlDjwLbRO7c0™,
"Signature": {
"Format™: "ssh-ed25519",
"Blob™: "K+TNgLFU+KX0o+56N9UHWSjKBVvKQnHE@m+4IPXRN1SM8bjzKBhjyTqpdNDOUuaTNZ1QEShkMUHp21H1QLVXWOAg==",
"Rest": null

y ...and pastes the command into their terminal

Use the following command to login to the resource:

ssh -o CertificateFile=~/.ssh/id_login.deucalion.macc.fccn.pt-cert.pub josh.howlett@login.deucalion.macc.fccn.pt

©

ssh -i ~/.ssh/id_$CA -p $PORT $HOST token $TOKEN > ~/.ssh/id_$RESOURCE-cert.pub C} v

User copies the SSH command from the browser...



SSH CA Integration

* Hosting Entities must integrate their system with
the SSH CA to accept EFP users

$ ssh-keygen -L -f ~/.ssh/id efp.lumi.csc.fi-cert.pub
/home/josh/.ssh/id efp.lumi.csc.fi-cert.pub:

* The details of each Hosting Entity’s integration Poblic Roy: ED5519-CERT SHADSS:CinDEMsLa/zotes
. . e+doJQFvHOBMkyS5TIEZITIZz5g0OgR1iT
will vary, but the general approach is the same T G igning ca: ED25510

SHAZ256: zZBERWNBCsgnQFo605bmieeebsQHerFBhchT1iIg8ymD+Y (using ssh-ed25519)
Key ID: "64a48dff-542f-4b8d-9f0e-93abf7f96f9%4dacc.myaccessid.org"
Serial: 1774630421907173074
Valid: from 2026-03-27T16:52:41 to 2026-03-27T17:53:41
Principals:
04a48dff-542f-4b8d-9f0e-93a5f7£f96f9%94(@acc.myaccessid.org
Critical Options: (none)
Extensions:
permit-agent-forwarding
permit-port-forwarding
permit-pty
ssh-domain-grant@core.aai.geant.org UNKNOWN OPTION:
000000135b226566702e6c756d692e6373632e6669225d (len 23)




SSH CA Integration

* Hosting Entities must integrate their system with
the SSH CA to accept EFP users

$ ssh-keygen -L -f ~/.ssh/id efp.lumi.csc.fi-cert.pub
/home/josh/.ssh/id efp.lumi.csc.fi-cert.pub:

. . . ) _ . Type: ssh-ed25519-cert-v0lW@openssh.com user certificate
* The details of each Hosting Entity’s integration Public key: ED25519-CERT SHA256:CihDEMsLg/zolx/

. . e+d6jQFyHO8Mky5IEZIIZz5g0OgRiT

will vary, but the general approach is the same Signing CA: ED25519
SHAZ256: zZBERWNBCsgnQFo605bmieeebsQHerFBhchT1iIg8ymD+Y (using ssh-ed25519)
Key ID: "64a48dff-542f-4b8d-9f0e-93abf7f96f9%4dacc.myaccessid.org"
. . Serial: 1774630421907173074
1. Download the SSH CA pUb|IC key and conflgure your Valid: from 2026-03-27T16:52:41 to 2026-03-27T17:53:41
. Principals:
SSH SerVer(S) tO trUSt |t 04a48dff-542f-4b8d-9f0e-93a5f7£f96f9%4dacc.myaccessid.org

Critical Options: (none)
Extensions:
permit-agent-forwarding
permit-port-forwarding
permit-pty
ssh-domain-grant@core.aai.geant.org UNKNOWN OPTION:
000000135b226566702e6c756d692e6373632e6669225d (len 23)




SSH CA Integration

* Hosting Entities must integrate their system with
the SSH CA to accept EFP users

$ ssh-keygen -L -f ~/.ssh/id efp.lumi.csc.fi-cert.pub
/home/josh/.ssh/id efp.lumi.csc.fi-cert.pub:

. . . . . Type: ssh-ed25519-cert-v0l@openssh.com user certificate
* The details of each Hosting Entity’s integration Public key: ED25519-CERT SHA256:CinDEMsLg,/z0Tx/
. . e+d6jQFyHO8MkyS5IEZIIZz5gOgRiT
will vary, but the general approach is the same Signing CA: ED25519
SHAZ256: zZBERWNBCsgnQFo605bmieeebsQHerFBhchT1iIg8ymD+Y (using ssh-ed25519)
Key ID: "64a48dff-542f-4b8d-9f0e-93abf7f96f9%4dacc.myaccessid.org"
, , Serial: 1774630421907173074
1. Download the SSH CA pUb|IC key and conflgure your Valid: from 2026-03-27T16:52:41 to 2026-03-27T17:53:41
. Principals:
SSH SerVer(S) tO trUSt |t 04a48dff-542f-4b8d-9f0e-93a5f7£f96f9%4dacc.myaccessid.org
. . . Critical Opt1i S )
2. Configure your SSH server to provision the user e
. . (e it- t-forwardi
with a local account based on the certificate’s it bt forwarding
. . ] . ) permit-pty
prInCIpall th|S takes d Value Of the Uuser s ssh-domain-grantlcore.aai.geant.org UNKNOWN OPTION:

000000135b226566702e6c756d692e6373632e6669225d (len 23)

MyAccessID identifier



SSH CA Integration

* Hosting Entities must integrate their system with
the SSH CA to accept EFP users

$ ssh-keygen -L -f ~/.ssh/id efp.lumi.csc.fi-cert.pub
/home/josh/.ssh/id efp.lumi.csc.fi-cert.pub:

. . . ) _ . Type: ssh-ed25519-cert-v0lW@openssh.com user certificate
* The details of each Hosting Entity’s integration Public key: ED25519-CERT SHA256:CihDEMsLg/z0Tx/
. . e+d6jQFyHO8MkyS5IEZIIZz5gOgRiT
will vary, but the general approach is the same Signing CA: ED25519
SHAZ256: zZBERWNBCsgnQFo605bmieeebsQHerFBhchT1iIg8ymD+Y (using ssh-ed25519)
Key ID: "64a48dff-542f-4b8d-9f0e-93abf7f96f9%4dacc.myaccessid.org"
, , Serial: 1774630421907173074
1. Download the SSH CA pUb|IC key and conflgure your Valid: from 2026-03-27T16:52:41 to 2026-03-27T17:53:41
. Principals:
SSH SerVer(S) tO trUSt |t 04a48dff-542f-4b8d-9f0e-93a5f7£f96f9%4dacc.myaccessid.org
. . . Critical Opt1i S )
2. Configure your SSH server to provision the user e
. . [ permit-agent-forwarding
with a local account based on the certificate’s permit-port-forwarding
. . ] . ) permit-pty
prInCIpall th|S takes a Value Of the users ssh—-domain-grant@core.aail t.org UNKNOWN OPTION:
MyAccessID identifier ) . 7102e6c756d692e6373632e666

3. Configure your SSH server to require that the
“domain grant” certificate extension matches your
domain (as registered with EFP Allocations)




SSH CA Integration

* Hosting Entities must integrate their system with
the SSH CA to accept EFP users

$ ssh-keygen -L -f ~/.ssh/id efp.lumi.csc.fi-cert.pub
/home/josh/.ssh/id efp.lumi.csc.fi-cert.pub:

. . . ) * . Type: ssh-ed25519-cert-v0l@openssh.com user certificate
* The details of each Hosting Entity’s integration Public key: ED25519-CERT SHA256:CihDEMSLG/z0Tx/
. . e+d6jQFyHO8MkyS5IEZIIZz5gOgRiT
will vary, but the general approach is the same Signing CA: ED25519
SHAZ256: zZBERWNBCsgnQFo605bmieeebsQHerFBhchT1iIg8ymD+Y (using ssh-ed25519)
Key ID: "64a48dff-542f-4b8d-9f0e-93abf7f96f9%4dacc.myaccessid.org"
, , Serial: 1774630421907173074
1. Download the SSH CA pUb|IC key and conflgure your Valid: from 2026-03-27T16:52:41 to 2026-03-27T17:53:41
. Principals:
SSH SerVer(S) tO trUSt |t 04a48dff-542f-4b8d-9f0e-93a5f7£f96f9%4dacc.myaccessid.org
" e o Critical Optz s )
2. Configure your SSH server to provision the user rtensromsr
. . [ permit-agent-forwarding
with a local account based on the certificate’s permit-port-forwarding
. . ] . ) permit-pty
prInCIpall th|S takes a Value Of the users ssh-domain-grantlcore.aai.geant.org UNKNOWN OPTION:
- - £ d 102e6c756d4692e637363266669225d (len 23)
MyAccessID identifier : - | '

3. Configure your SSH server to require that the
“domain grant” certificate extension matches your
domain (as registered with EFP Allocations)

« GEANT provides tooling for parsing SSH certificates
(by openssh) to facilitate steps 2 and 3



SSH Client Configuration
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Scale

Access to large number of user via federated web-based login
Trust many users by trusting one or more SSH CAs

Secure

Certificates with time and identity limitations
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https.//hackmanit.de/en/penetrationtests/overview/



https://hackmanit.de/en/penetrationtests/overview/

https://github.com/wayf-dk/sshca

https://www.wayf.dk/da/giv-ssh-adgang-fra-institutionslogin-med-ny-sofware-fra-deic

https://sshca.deic.dk/defaultCA

ssh -p 2222 -o CertificateFile=~/.ssh/id_defaultCA-cert.pub demo@sshca.deic.dk demo


https://github.com/wayf-dk/sshca
https://sshca.deic.dk/defaultCA

